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Background screening fulfills important social needs and community safety. The availability of 

background information, including criminal records, serves the public need for information. Employers, 

property managers, charities, and volunteer organizations rely on this critical information to make 

important decisions that allow them to provide a safe environment and to protect important assets. In 

today’s society, we increasingly expect to work, live, and play in safe communities. Background checks 

enjoy overwhelming public support; federal, provincial, and municipal legislators have responded by 

mandating background checks for many jobs. 

On this basis, the Professional Background Screening Association (PBSA) - Canada Council has adopted 

the following positions on policy matters which are relevant to our industry. Given our interest in these 

matters, we stand ready to provide practical input in support of these statements and positions. 

 
 

1.  Data Privacy and Security 

a. Make privacy laws reasonable. 
PBSA believes that general privacy laws should reasonably balance individual privacy and legitimate 
commercial interests. 
 
General privacy laws impose regulations that have economic cost to everyone. We strongly support the 
avoidance of new, unnecessary administrative burdens that result in additional costs to organizations. 
Where the cost of compliance may seemingly impact organizations, individuals ultimately suffer through 
more limited availability of, and higher prices for, goods and services. 

Where general privacy laws impose limitations on background screening to protect individual privacy, 
those limitations may increase the risk that the same individuals may be victimized by behaviour that 
could have been prevented by a background check. 
 
 
b. Avoid onerous restrictions on cross-border data transfers. 
Canadian organizations often rely on data processing services, such as cloud providers, IT support services, 
operations, and call centers, which may be located outside of Canada. This reduces costs for individuals 
and organizations in Canada, allows greater access to innovative service options and ensures Canada 
remains competitive in an increasingly high-tech global economy. 

While it is appropriate to ensure that data from Canada remains subject to Canadian law, and the 
appropriate protections follow that data wherever it goes, PBSA believes that onerous restrictions, or 
outright prohibitions, on cross-border data transfers would hurt Canada’s competitive position in the 
world and should be minimized. Data localization requirements should be avoided and should instead rely 
on organizations to be transparent and accountable for their data transfers. 
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c. Adopt well-established and consistent approaches. 
Numerous privacy laws exist at the provincial and federal levels, and new laws are being considered and 
adopted in Canada, and around the world. Many recent proposed laws have significant differences 
between them. Such conflicting characteristics will make it difficult for individuals to know what their 
rights are, (regardless of any notices or disclosures that organizations provide), and for organizations to 
know if they are respecting those rights by complying with the law. Further, some legislation includes 
novel approaches to privacy, which makes it challenging for organizations to determine how to comply. 

PBSA believes that legislative bodies should only enact well-established and consistent approaches which 
consider existing regulations, align with emerging trends in privacy legislation and do not with laws at 
local, provincial/territorial, and/or federal levels. 

d. Avoid needless litigation. 
Like all consumer protection statutes, a general privacy law must be enforceable. However, mechanisms 
in some legislation – such as class-action procedures combined with statutory damages in the absence of 
actual harm – create incentives for litigation where enforcement greatly outweighs the benefit to society. 
To avoid these perverse incentives, PBSA believes that enforcement of privacy laws in Canada should 
remain within the purview of regulatory bodies rather than the plaintiff’s bar. Further, enforcement 
should take a collaborative, rather than punitive, approach. We support robust regulatory powers for an 
independent oversight agency like the Office of the Privacy Commissioner of Canada (OPC) and its 
provincial counterparts. The OPC should have the ability to issue fines that are dissuasive, considering the 
degree of fault and the level of cooperation of the fined party. 

 
Additionally, PBSA believes that organizations should be given an opportunity to cure non-compliance 

without the threat of litigation, that fines levied by a regulatory body should be dissuasive and 

proportionate to the defendant’s responsibility for the damage and ability to pay, and that compensation 

to individuals for violations should be proportionate to demonstrable harm. 

 
e. Allow deliberate implementation and proportionate requirements. 
Significant changes to privacy laws may impose regulatory structures that are new for many Canadian 
organizations. While PBSA supports clear legislative guidance on privacy management programs, adopting 
practices to comply with these laws typically requires changes to software systems, policies and 
procedures, training, and monitoring and audit methods, all of which require costly time and resources. 
 
Requirements should also be proportionate to the size of the organization, the sensitivity and volume of 
data being processed, and the privacy risks faced by the organization. 

 
PBSA believes any significant changes to privacy laws should be phased into effect, over a period of one 

or more years, depending on the scope of the changes, with the schedule being based on how much time 

the business community will reasonably need to adapt to the law without substantially interrupting 

ongoing operations. 
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f. Preference for an accountability versus consent-based model and limitation of opt-out models. 

PBSA members process sensitive personal information to conduct background checks and acknowledge 

this is an inherently privacy-invasive activity which is nonetheless necessary to allow organizations to 

mitigate risk. We believe that ‘consenting’ to this type of data collection is illusory because if that consent 

is necessary to get a job, withholding it is all but impossible. Furthermore, where data processing activities 

are highly complex and difficult for an ordinary person to understand, consent is on similarly shaky 

ground: if the individual cannot understand what they are consenting to, it is difficult to see how the 

consent is valid. We believe privacy mechanisms should consider moving away from the concept of 

consent as the basis for data processing by default and move towards an accountability model whereby 

organizations can rely on one or several grounds for processing personal information other than consent, 

provided, of course, that transparency obligations are met. This is a more realistic and progressive model 

which reflects the inherent disconnect between the current reality of data processing which has become 

all but mandatory to participate in society. 

 
PBSA does not believe it is constructive to allow granular opt-outs for specific data processing activities 

where they are reasonably compatible with the primary use of the data. Organizations should not be 

required to allow individuals to demand that their information be handled in a unique way. This presents 

intractable challenges to organizations which rely on uniform technology and procedures to ensure 

consistent and cost-effective handling of information. We are in favour of a model whereby organizations 

are required to be transparent about, and accountable for their practices, rather than putting the onus on 

the individual to make numerous tedious decisions. 

 
g. Use of deidentified data. 

Provided organizations have clear, practical guidance on what constitutes deidentified or anonymized 

information, PBSA believes a great deal can be learned and these types of data sets can be used to further 

various goals, improve services and propel organizational efforts while providing a high level of privacy 

protection. To support innovation and the social benefits that can be achieved using de-identified data, 

PBSA supports an approach that acknowledges that de-identified data may not constitute personal 

information in many circumstances and clarifies the lawful use of de-identified data in the private sector. 

 
h. Right to data mobility and erasure. 

While a right to request erasure of personal information is an important right, it must not be so broad as 

to be abused by data subjects and cause harm to organizations that engaged in good faith with those data 

subjects. PBSA believes it is sensible and logical for rights of erasure and mobility to extend to all personal 

information about an individual and not just information provided by the individual, but we also believe 

there should be clear exceptions where organizations have an overriding interest in retaining personal 

information despite an individual’s request for it to be deleted. 

 
Regarding the right to data mobility, PBSA believes this should be done only in the context of carefully 

designed mobility frameworks, should be specific to an industry or sector of the economy, (e.g., financial 
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institutions), or a use case for personal information (e.g., verifying identity), and should ensure that 

organizations are able to maintain their trade secrets. A general right to data portability would be very 

difficult to implement given the enormous number of possible recipients and data formats and would 

likely result in limited benefit to individuals as they may have difficulty understanding and learning about 

this right and how to exercise it. 

 

2.  Responsible Use of Criminal History Information 

a. Avoid prohibitions on consideration of relevant criminal history. 
While PBSA supports protections against the unfair use of irrelevant criminal record information in 
employment, tenancy, volunteering, and other decisions, PBSA believes that prohibiting the use of 
relevant records is a danger to workplaces, organizations and communities nationwide as it eliminates an 
organization’s ability to adequately mitigate their risks. Organizations should be able to gain a complete 
assessment of an individual, including criminal history information, to accurately determine the level of 
risk to their employees or their assets. 

b. Protection of irrelevant criminal records 
PBSA supports criminal record reforms designed to better include people with criminal records, like a UK-
style spent records regime, and we stand ready to provide practical input in support of these reforms. This 
type of change to the criminal record system in Canada could help reduce barriers for people with 
irrelevant records, drive consistency across organizations in determining whether records are relevant 
and alleviate the burden on organizations in assessing the relevance of minor, or old records. This 
approach will also address concerns with the retention, reuse and disclosure of records over time, 
especially if there are jurisdictional differences for compliance. Further, by creating an overarching 
approach to spent records, it will serve to reduce the administrative burden on organizations and PBSA 
members. 
 
c. Avoid extensive procedural requirements when using criminal history in decision-making. 
PBSA supports clear and consistent legislated or regulatory guidance for conducting criminal record checks 
across Canada. Any guidance should contain appropriate controls to ensure fairness and privacy for the 
individual while keeping screening processes as friction-free as possible. Excessive technical requirements 
that do little to protect individuals but have the potential to negatively affect individuals by forcing them 
to carry out unnecessary tasks or by slowing down the hiring process, should be avoided. 
 
d. Consider conflicts of law. 
Provincial governments have started to regulate criminal records after this process has already been 
defined at the federal level under the Criminal Records Act (R.S.C., 1985 c. C-47). This can create questions 
about which jurisdiction’s law should apply and, in some cases, put organizations in a position where there 
are conflicts between those laws. For example, the provincial laws tend to limit disclosure, while the Royal 
Canadian Mounted Police (RCMP) policies mandate disclosure. Additionally, when an individual lives in 
one province and applies for a job in another, which jurisdiction regulates the criminal report that the 
organization requests? This requires national organizations to be aware of the different laws in each 
locality and decide which ones apply. 
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PBSA believes that the law and process for criminal records should be determined at the federal level and 
applied consistently across the country, which will avoid overlap, conflict or the creation of a patchwork 
of laws related to criminal history, its use and processing requirements. 

e. Avoid fingerprint requirements for name-searched record repositories 
Background screeners rely on the National Repository of Criminal Records that can be searched by name 
and other identifiers, without needing fingerprints. While fingerprints can play a vital role in certain 
screening situations, such as circumstances where two people have similar identifiers, the process of 
providing fingerprints for every criminal record is cumbersome, time-consuming, costly, and highly privacy 
invasive. 
 
PBSA believes that the RCMP should continue to allow name-based screening without requiring the 
submission of fingerprints. 
 
f. Use of, and access to Vulnerable Sector Screenings 
PBSA advocates strongly for the transparency and value of the information being provided, specifically as 

it applies to the Vulnerable Sector Verification. PBSA would like a consistent definition, mandated use, 
scope, and process for the Vulnerable Sector Verification across Canada, including a true representation 
of the value and limitations of this type of screening. This clarity will improve, or possibly even negate, the 
need for this service, which is currently overused and often misunderstood. Additionally, PBSA would like 
to see that third parties, such as professional background screening industry members, be able to assist 
in the processing of these requests, particularly where there are no potentially disclosable records. 
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